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OFFICE OF COMANICATICNS
YISSIGH
Phe mission ef the 0fFice of Commmications is to provide staff support Lo %he Director of Centrel Intelligence by edvising him on
commnications and electronic matbers. and to provide clectronic commmicetions facilities ubilieed la the trensmlseion of classified
comnications traffic. )
FURCTICHS AND ACTTVIRZES

%he Office of Comsmunicatl is wle for:

Contimuing exploration and svaluetion of facts frem all yruwn EoUTCE? ineluding lisizsn, relative 6 the asccomplishment of the
miesion of the Office of Commnications.

Sormiletion and implamentatisa of policles and progrems which will make svailadle to the Agency sfequele teleccmmmnications
facilities conceived and opesoted under the most modern and efficient technigues oveilable.

. Supsrvision and regulation of ccmmmieations practices of the Agency uader concepts and policies designed o safeguerd these

practices with adequate security standards.
i

Poremlation end isplementation of policies and progr embrasing v into and devel of commsmications techniques.
faeilities end speciclized electronic ceuipstent especially sdapted to the needs of the Agency. i

Lisleon with other Government ogencles on communications’ and electronics msbters. including the provisicn of technical BUPROTT
for megotiations with offizisls of forelgn govermsents concerning compmnicatiors metters.

' Conduet of sppropriate intra-Agency lisison esgential to the proper coordination end planning for cemmnicatlens pupport of
Ageney projects. - . )

Pormilation ané eontimel review of Mobilization Flans {ng commmications . and the preparation of commmunications
oonexes to ever-sll Agensy mobllization plens. : .

|
Batermination of reguirements Sor equipment and persenncl and other logistic support for cormmnications t=§tivimea of the Agency.
i

nnel of the Agency.

Conduct of highly specinlized technical treining. both elementary & advenced. Por all ccnamnication:
ond the conetent revision of commmicstions training methods to keep pece with the repld advance in thie f£iG

¢
Conduct of certeln special sensitive commmications projects including gnetic redietien 2 ien £inding. inter-
ception, monitoring and other assoclated setivities. !
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OFFICE OF THE ASSISTANT DIRECTGR FOR COMMUNICATIONS

The Assistent Divector for Communjcations ndvises the Director of CEA on matters of commumnlcatlions end electronics policy
intelligence watters related to evmmunicsitions and electronics, and eil ovher cossmnications asl electronics matters waich have &
bearing upon the security of the Unlted Gtates under the respousibilities of the Central Intelligence Agency as set forth in ite
various cherters. and 18 responsible for the over-sll administration of the office. The lmmdiate office of the Assistant Director

- inclwdes the Deputy Brecutive Officer and the Reglstry.

PLANS AND FOLICY STAFF

fhe Flane end Folicy Steff essists in the development of Office policy end operationel procedures in the formulation of plans
and in the coordinatlon of the activitics of the Office of Communicetions with ether CIA OfFices and emiside sgencles. It formulakes
ard revommends eommunications policies to effectively support Agency operations. .

Members of the ataff represent the Assistent Director on ilmter-agency end inter-office committees. They provide coordinetion
for projects end progrems which affect more then one of the Divisions. They also sepresent hizm in dizcussion 6f broed administratl
policies. procedures and regulations. )

The steff provides & centrel point for the coordinetiem end integratien of dfvisional inmterest ord ie ponsible for r ding
office-level action to be teken by the Assistant Director. It drafts plenning policy, and oparational »a) for ke Assistant -
rector amd undesiakes such other cpeeislized functions 23 he mey direct. .

ASMUNISTRATIVE STAPF

e Afminigtrotive Staff sdministers policies end proce@ires to ensure unifornm administrative and suprrt programs for botn
field and departmental ectivities in eccordance with over-sil CIA policies and plens. and direets and coordi{aatas atministrative
end support activiiies Zor the affice. including tudget peracanel and wanagesent.

SUPPLEMEITAL FROGRAMS

Supplemental Progress inviudes two msjor projects and the Headquarters support orgenization for collsctlon of intelligence
information by electronie means. i) .

SIGNAL CENTER

The Signal Center 15 responsible for enciphering, deciphering. transmitting and recelving electrical cosmunicetions at

quarters. on a 2k-h sy, T-dey =k tosis. The Chief. Signal Center 48 responsidle for assisting in the drafting
snd codrdinating of procedure guldes dealing with cable writing end cable procedures for CIA, to authorize use of tele-
conference faciiitien to those interested offices of 2IA. Yo astablish criteria for the on-the-job tral of new personnel
destined for futy ir ¥Yashington and the fleld (o ensure that sdequale security preceutions ere maintall all 28 .to
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aske certain the A e 870 Branch can prong

egmmunicationn disrupbed through eneny action. eivil, or netural distu
of 110 8/C sad Altarnate 9/e.

MATTH OFFEOER

“ly provide commmnicatitns for headquarters on a wordd vide tesls ia the event npormsd
ances  and Lo enfure the over-sll effielent opereticr

Waleh OfPicers are responsible for ensuring the uninterrupted flow of traffic ‘through the various branches of the Headquarters
8iganl Center and to maintain the efficient oparetion of the 8/C on & R-hour. {-day-a~weck basis. .

BARBAL CHYPIDURATING ARATCH
This Branch enciphers ard deciphers by menuel and modified machine cryptographic systems cebles 46 and frem €A ficld stations.
FACHINT CRYPIOCRATEIC BRANCH : ' ‘

el Ll Lt

Thie Branch travemits and receives clessified cables for CTA and cuswres thet these cables are transmitted a2nd received se-
ewrely and expediticusly. This includes the enciphering and daciphering of mechine cryptogrephic traflic ubikizing various electronic
eryplographic devices.

The 8/€ Axchives presgrves by microfilming and £iling. and raies availavle for veference reading. originel copies of CIA
cables tranemitted to 2ad received from CIA field stations » @nd lateral cables betusen CIA P{eld stations.

ALTHRRATS SICHAL CENTER BRARCH -

This Breach e designed to provide elternate 8ignel center focilities for Hesdquarters in the event that noywal Washington
commnications are disrupted through enexsy, m;]or, civil or natursl disturbances.

OPSTATIONS & SRAITHG DIVISION .

The Operetions end Training Division Provides Heedquarters technical and operational support to the field wicutions
activities conducts liaicon with ond provides techmical commnicetions support to operating components of the CIA on comzn; -
cations aspects of Agency progrsms, projects. and activities: determines ceczmmnications requirements frem this lisison. initistee
the development of and disseminates besic commnications operational policies on which the CIA commmnicetions system 18 baged
zeintains working lizison with otker U. 8. Government egencies for the efficlent operatien of the comminicabicns systenm, ‘conducts
commmnications training programs to ensure availability of qualified commmications yersonnel. .

™his Branch ig responsible for the condumet and direction of all commnications ¢rain withia the Western Yemisphere and the
support of world-wide commmnications training activities end for the operation of e Letin American
commupicetions networi. - .
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This Braneh 13; regpossivie for assuring the provision c¢f necesssry esmmuaications support B ¢ elaoms @ the 0ffice
for all aetivi ets in the Eurcpean Area, ireluding the and the
; end for the dirvet emscution ©of copmnng gupport for these same sctivities.

3 projecta.  This Dranch i8 respossible for constant lisigon with the appropriete pO/P
support and to oktaln accurete, advance nowledze of comtunication requirements,

' PAR PASTERR pRasch

elements to provide communication

This Branch 18 responsible for asguring the provision of ecessary etummnications vithin the
aveas  and n

Office for all ac Plecta in the Par Best, including the and the[ |
; and for the direct eamscution of co; ratlonal support for these same

s e yiun: projects. uis Branch is résponsible for conatent liaison with the appropriste DD/P elements to provide

coarunication support and to obtain 2fvaace X ledge of cations requirements.

MEDIR EAST, AFRICA ATD MEDYTERRANEAN BRAKCH

This Brench is responsibvle for a.ssurﬁng the provision of

hacessary communications support ky other elements witu the Office
for ell activities. ta in the MI mthenatern Bunana
the

&nd Africe, including the

e £or the direct execution of comemnications
<h 15 responsible for constent liaimon with the ep-
ote edvance knowlodge of communication requirements.

grated into the various communication xsymtém necep
Activities Branch all matters relative o the Agenc:
matters rertaining to telecommunications,
. Y
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SECURITY DEVISECON

The Security Divisicon advises tha Aesistant Director, Office of Commnications, on all cryptologic methods and countermessures;
develops, implemwnts and conteols the CXA communications securlty prggran Lo ensure the maiantenance of the highest standerds fox
the exyptogrephic physical and transmission security of CIA communicstions develops and promulgates the baeic theory upon which
the CIA eommunications security progrem 13 based prepares instructions amd enforces the reguletions forwmlstad from such theory.
establishes and meintains o working liedson witia other U, 8. Government agencles esncerned with communicetions security matters.
and represents the Assistant Dirciior for Gommnications on communication security policy metters imveiving allied foreizn govern-
®ents; end celects commuwicatlons cipher devices required for Agency operation and provides for the logistic support of these
cipher eysiems.

STAKDANDY & SUPPORT TRARCH

This Brench determines the rveguiremenis and arvenges for the production or o of all cryp phic sysiems devicea.
doguments and other waterials used by CIA; provides secure storege, distributes and mccounis for all registered eryptographic
documents: preperes cryptographic ingtructional end procedursl documents and coumunications cover pisns: couducts liaison with
other Guverement agencies %XBA and State) for the purpose of kceping informed on current cryptogrepbic and security procedures
and dzvulowmenta 2stedlishas ccm:umcation transmission end cover sesurtty stendards for CIA circuits and Getermines the crypto-

ic &y durcs 10 be eupdoyed on these circults: cnsures that all depects of securlty have been considered in the
planning. emtabl.xh ng and atministering of cosmunicetions unke enf implements the activation end deactivetion of crypiogrephic
stations.

FOTECTIVE BRARCH
This Broach establishes the physicel security requirements for tde protectien of cryptmtarinl end clzosified coammanications
devices' roviews and inspacts the physical security of crypiomaterial storage, oryp 8, cryptographic areas and messags

Randiing proceduren, teking corrective action, As requirefl; reviews propozed csd existing transamigsion and cryph whic operating
procedures from the standpoint of transmission security; conductsé continuing supervisionm, monitoring end reviev of staff and
clangestine circuits to ensure adherence with prescribed cryptographic and transmiesion procedures. teking or directing remedial
setion as appropriate initiates emd supervises communications deception progrems &8 required: establishes cryptegraphic cleerance
procedures end requirementad. controls the isguance end revocation of thess clearences: end maintains necessary records and prepares
statistical studien needed for traffic znalysis ceble cost reimbursement. crypto syeiem losd determinaiion, and crypte link require-
monte.

mmwcxe L0IC DEVELOFEZT BRANCH

This Brench sseists in the analysis evaluation, and/or development of crypto oystems. Aiavxvceu and efgnal plane. comducts N
ressorch inte, collects end collates deta concerning charecteristics of foraign and domestic lenguages reluting %o egent crypto-
grapnlc eystems. eryptographic and radie prosedursl treffic patterns threughout the world: charscteristics inhescnt in crypte
systems, crypto devices end signel plans  develops new ciyptesystems end devices and essociated cryptogierhié procedures . adepts
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L devices o x

2ds of specific reguirements. cssiste in the davelm;:‘:';ent and evalustion of signal
th the Czerations (3

ing Division: enalyges, Lesi evaluatee cryptosystens szd devices which
proposed for use ¥4 sponsored uperations necessary yeconmendat t¢ improve their
whieh erypiosystens aud vices gball be authorized for use Yy CIA and estseblishas % ecryptographic standaxds
for the cperation of authorizad cxyplosysatens ond devices; and determines the charecter and emtent of pogsible cxypiogeaphic com-
praniees, tha chossdfied infommblion compromised and 4he effect of such compromises on the continned use of the crypto-’
grephic system employed. . :

existing o
plens in conjunc:
have been e
gecurily. dets

N ERGTHEERING DIVISION

Toe IZnglasaring Division prepores engincering gtndles end tho debeiled sngineering plang requized to properly implemens, inte-
grete, and schedule the telecummamications planning ectivities of CIA; selects electronic telecommmmications or aspaciated equip-
mant from enmmerein) ond Military sources thot vill boet meet tho verious reguirc@ents of the Agency .~ initiates. develops and
provides daialled emgineering Gesign of certein communicetlons equipren} for Agency use when ihe militery and commercisl firus cre
unable to provide this eguipmeat  arranges for the development of certain items of elacironic equipsent through commercial emgineer-
ing laboratories: providss for the design end comsiruction of comnications base siations for the Agency. permEunent and wobile,
foreign ard domestic: provides for the detailed engineering of radic broadcest feeilities furnished by the Agency. provides fox wire
facilities engineering ond installs wwd maintains eommnications equipment. O®nducts technicel lizisen vwith comperciel end other
Sovermment orgenizations. :

PESRMTH ARD DEVALOREBIT PRANCH

This Branch agsists in the formuletion of gPverning polieies and in the impl on of progy , embrecing reseaych lead-
ing to the development of ccmundcations techniques, equipmenss - and spacislized electronie devices cspeciclly edapted to the
needs of the Agency. It explores the mesearch and development programs of other Government agenciles. private organizations, and
foreign governmmts for the yurpose of providing the Agency vith the ladent technological advances end st efficient techniques
available. A leBoratory facility is ained for devel. ; eppraisal and anelysis. end for the fabrication of small
quentitiss of specisl electronic ftems. ’ )

FLAW? ERGINEERTHG BRATCH

This Brench is responsible for the coordinated design and preparation of plans end specificutions for the conatruction of
fiwed. mobile and portable commnicalions facilities, and for the supervision of the installstion of the communications equip-
ment in these facilities the supervieion of equipment meintenance in world-wide communications fecilities; the preparztion of
spesifications adequete to allowv bids on any cemmunications bese station apparatus: the instaliation anf mointeasnce of all teles
typs and asgociated equipment controlled Yy the Agency; the supervision of the instellation and mai of power gencrating
eguipment. .
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This Brench is responsible for Pormaleting, developing and mylelénung en interrzved logistics program for the Office of

Corsunications te provide necessary support for both depar 1 and aseivities in accordance with he following
general responsibilities: Exerting the actual control of the procurefeht % issue of Agency commnications supplies for the
0ffice of Conamnications 88 reguired wy [ providing forecasts of yejuiremerts for

emmmnications and elettronics equignenm supplice. overseas ehipment of these supplies transfer of equipmant between
depots in the continental T, 8.: assisiing in the planning end iuplementing of the oC Strategic Reserves Progrem establish-
ing and Wmlementing & requirerents program Tor the future replacement of oboolete or obsolescent companicetions equipment
presently in use or o be used cnd ensuring thet proper stock %o of comzunications items are meintained. ensuring that
materials are availeble and lsceted as required for implementati major cosmunicatiors projects. This ineludes re-
spoesibility for over-sli supervision of proper gtorage. surveillance inspections and rotatien of stock. ~

OVERSEAS OOMMRVECATEONG ACTIVITIES

fhe Assistsat Director for Commnications ssaigns a senior commmmnications officer staff and tbe Yy PETSONITT o T
vide commmnications aervice in each geographicel aree for the support of Agency operations.

Under the technical direction of the Assistant Director for Communicetions. each Arez Corxmnications Aetivity is responsible
fior establishment end operation of signsl centera. radio stetions and related electronic commnications facilities. including
omergency facilities e8 required to handie Agency traffic within the eree and with Beadquarters.

Bech ‘Area Communications Activity following the approved policics and procedurcs of the Assistant Director for Corzmunications,
furnishes operational support and gui@ance to clandestine activities and projects of CIA., This includes clendestine corsmnication
training psychological warfare redio broadcests clandestime treffic hendling and the provision of necessary raedio equipment.
signel plana. propagetional stulies opentiqnul procedwres and other items which are directly related to the 4echnical aspects of
comsmnications support. .

Cotmunications personnsl amd installations operate under f.he. adminigtrative control of the senior CIA efficial.
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